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Provocarile de securitate actuale
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Lipsa informatiilor relevante venite la timpul oportun
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Resurse putine, suprautilizate
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Resurse putine, suprautilizate
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Ce este?

> Un instrument de investigatii pentru securitatea IT
> Primul produs 100% Romanesc de securitate

> Ofera capabilitati avansate de cautare incidente de Securitate de orice
natura
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Ce este ?

> Un appliance Software-hardware ce se instaleaza langa sistemele
traditionale de SIEM

SAU

> Virtual machine appliance ce se poate deploy-a pe sistemele de
vSphere sau Hyper-V
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Cui se adreseaza ?

> Departamentelor de securitate ale companiilor medii si mari
> Investigatorilor de Securitate
> Ofera:

* |nvestigatii rapide in evenimente de securitate

« Rapoarte de conformitate cu standarde de Securitate

= SOX
= SO 27001

= PCI-DSS
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Facilitati

> Raportare
» Rapoarte pentru standard de Securitate
« COBIT, FISMA, HIPPA, ISO 27001, PCP/DSS, SOX
» Report pack-uri pe tehnologii (Windows, Unix)
> Dashboard-uri interactive, contextuale
* Generale
» Active Directory

» Active Directory
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Facilitati

> Investigatii avansate
* Filtre predefinite (din rapoarte)
» Seturi de obiecte dinamice

> Event browser avansat

> Tehnologie de detectie anomalii

» Detectie automata de evenimente suspicioase de logon

= La nivel de zi
= La nivel de saptamna

= La nivel de luna
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Beneficii

> Rapiditate pentru cautari
« Timp de raspuns la query-uri extrem de mic
> Normalizare pentru toate solutiile
> MultiSolution
> Investigatii IT corelate cu sistem de detective anomalii
> Multi-SIEM
« Suporta Alienvault, Dell Intrust , Arcsight

> Integreaza securitatea fizica cu securitatea IT
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Cum?

> Tehnologie revolutionara:
* NoSQL Database Storage

« Timp de raspuns minim (in general sub 5 secunde
pe orice query)

» Scalabilitate orizontala nelimitata built-in fara
costuri suplimentare pentru baze de date

* Detectie de evenimente anormale (Logon-uri,
acces la resurse)

« Autotraining pe modulul de detectie anomalii

« Appliance software/hardware
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Arhitectura interna - Schema generala

Serviciul Achizitii Date

Modulul Analiza Anomalii

Serviciul Stocare Date

Modulul Raportare Modulul Investivatii
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Q-East Smart Investigator

Dashboard-uri Q-East Smartlnvestigator

Event Histogram

Top Active Directory accounts (users and computers)

Events: 2014-09-30 20:36:46
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Modul Investigatii

£ 4624 | An account was successfully logged on 15 properties Scale:

I MNew investigation | [# Export current events | [£1 Export all events

Total Hits: 2

Page: 1011

Top Event Categories

An account was successfully logged on.

Mare Pie -

An account was successiully logged on.
Top Event Categories

Subject

This chart shows top e

ent categor

4&n account was success
investigations Security 1D - (QUEAL N Ey1a T 2015-03-28 12:56:53.000
investigations Account Name © T8 55:531
investigations Account Domain - ({EE255)

investigations Logon ID

45 An account was logged o'
2015-02-28 17:41:14.000

B & logen was attempted using explicit credentials
2015-03-28 12:56:53.000

investigations Logon Type " (@)

A logon was attempted using explicit credentials
2015-02-28 17:41:21.000

New Logon £524 | An account was successfully logged on - Loget

2015-03-28 17:41:21.000

investigations Security 1D - ((RZNL R Ta0y
investigations Account Name : (TR LILY
investigations Account Domain : (PE383§

investigations Logon 1D - {ugl=izkiig

An account was successfully logged on

Event 2015-03-28 19:42:13.000

vlad.gladin

6 A logon was attempted using explicit credentials
2015-02-28 19:42:12.000

B 4&n account was successfully logged on
2015-02-29 04:52:02.000

= P 192.168.122.5
6 A logon was attempted using explicit credentials
= P 213.233.85.101 2015-02-28 04:52:02.000 # Catego‘ = send fo browser
'QEASTSBS.g-eastlocal i
L1 Computer g 4624 | An account was successfully logged on 1 Logoff Q Send to nvesfigations

5% UserDomain

P EventType

@ Source Microsoft-Windows-Security-...

i= EvenilD

O Category
@ LocalTime
[ EventLog

A PlatformiD

\

Software m\

3 Usertame
Q-EAST

2015-03-28 12:56:53.000

£
ol
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2015-03-28 17:11:14.000

6 A logon was attempted using explicit credentials
2015-02-29 17:11:14.000

£ Show only this data

Y Filter this data I

2 Logon

«— Older Newer —

4624 | An account was successfully 2015-03-28 12:56:53.000

logged on

4634 | An account was logged off
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Investigatii in mod grafic pas cu pas (din nod in nod

B Mew investigation | [f Export current events | [ Export all events

4624 | An account was successfully logged on Scale:

Current data: Items: 10 X Total Hits: 20 X Page: 1 of 3

404 | AN

vlad.glagin ANDOISAEEITEE22.000 Top Event Sources

B An account was successfully logged on.

More Pie .

An account was successfully logged on.
Top Event Sources
Subject

This chart top event sources (2013-03-28 0
mvestigations Security 1D - QLAWY RS 718
mvestigations Account Name | QR
mvestigations Account Domai - EE55)
investigations Logon I0

48, 4
2015-03-28 1T:41:

4524 | An
201503281

investigations Logon Type - € 4548

2015-03-28 15:

4524 | An
20150229

New Logon

- e_-:_

ladin:

am
W@

investigations Security 1D - (R TILLRErT
investigations Account Name
investigations Account Domain * (X
investigations Logon 1D - QL]

4524 | An
20150223 1

4845 | Alog
2015-03-221

] MITOE0R-WINGowE-Sesur-AudRing

—as P 192.168.122.5
=P
- # Source = Send to browser
2 Computer send to
. 1 Microsoft-Windows-Security-Auditing Fr}vest@auons
& Userniame & Show only this
22 UserDomain data
Y Filter this data
Su dit
b EveniType — 4824 | An scoount « Older
® source
4848 | £
i= EventiD @D 20150225 1 ) 4624 | An account was successiully
logged on
O Category
[ 2015-03-28 12:56:53.000 4648 | A logon was attempted using
© LocalTime - explicit credentials
[ Evenilog e 4648 | A logon was attempted using 2015-03-28 17:41:21.000
& PlatformiD €D explicit credentials

9]
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Filtre inteligente simple sau/si compuse
& 't pikas = e 3 A

€ C' | (% b#pS://192.168.100.90/investigations/index a vy EI

Y Filter data

Filter data Start Date
Items per page 201412050005 B

10 items per page v -m -5m =-30m

=1h = 5h = 24h

adrian.dumitrescu AND (IP"213.233.104.27") o o
5m 30m

©sh | ©24n

Additional filters

Nothing selected

i _

‘ AlX File Permission Changes
NTFS audit [Windows XP 2003 and later]
Recent share operations
AlX Reboots

= 30m
24h
D 30m

Server Reboots 24h
Software installation

Database structure modification activity % Close
Database structure modifications

Raw data analysis

Shadow copy modifications

User Activity Research

Audit Policy Changed

Kerberos and Domain Policy changed

System Time changed

Active Directory security subsystem faults

Event Log Errors

Logon Components Failures

Content Activity Research

File Access

Multiple Logon Failures

Multiple logons failure [Windows-Kerberos-NTLM]

HP-UX Group management




Filtre inteligente simple sau/si compuse

£ 4624 | An account was successfully logged on QLIRS 3 Current data: Total Hits: 3 { Page: 1 of 1

Top Event Types - Doughnut -

[ |
N An account was successfully logged on.
Top Event Categories

Subject This chart shows top event categories (2014-12-03 09:03:46 - 2014-12.08 08:05:4

=l ol NT AUTHORITY\SYSTEM
Account Name -

Account Domain ; aEIR3g -~ -..\". e | N ‘ o
Logomn iD : oxser —1 46 n account was logged o
/ “— 2014-12-05 09:36:46.000

Logon Type - @)

Y, Y ‘!/"-. -"\
//,.-—. 14768 | A Kerberos authentication ticket (TGT) wasrequesteft 14624 | An account was successfully logged on

New Logon ~ 2014-12-05 09:37:29.000

Security ID lo | } = C 4624 | An account was successfully logged on

Account Name adrian dumitresc2ANDI 203 295 - 2014-12-06 08:28:25.000

Account Domain -

Logon 10 - -

NN ell/oN {39A413A8-BID0-10F1-183B-E1E514A5327C} | ( |4769 | A Kerberos service ticket was requested (| 4624 | An account was successfully logged on

o 2014-12-05 09:37:28.000 7 2014-12-06 16:08:01.000

Process Information — o
_— ' 4769 | A Kerberos service ticket was requested

Process 1D : (CIED) " 2014-12-05 14:55:57.000 # Category Events

Process Name S e , 0
I —': 4768 | A Kerberos authentication ticket (TGT) was requested

Network Information S 2014-12-05 14:55:57.000

amn

" . ™ export current
;Vorksti:ro: Nin;ﬁ:ﬁ h“*—f\ - “! 4624 | An account was successfully logged on export all
puree letvar Zaeress 20141205 14:55:57.000
Source Port © (grgEs]
— «— Older MNewer —
~ N\ o
Detailed Authentication Information 1 14769 | A Kerberos service ticket was requested
S 2014-12-05 14:55:57.000
4624 | An account was successfully
Logon Process - (g ~— logged on
Authentication Package : ~ 14768 | A Kerberos authentication ticket (TGT) was requested
Transited Services . @ S 2014-12-05 14:56:03.000 4624 | An account was successfully
Package Name (NTLM only) : ’ logged on -
. . L S~ —
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Event Browser; filtre simple sau si/compuse

> Search as string: “vlad.gladin”

> Search with column filter

(“UserName:”’vlad.gladin”)

> Multiple conditions:

(UserName:"vlad.gladin”) AND
(IP:"192.168.122.55")

Software

Last Hour Last day Last 3 days Last 10 days
Filter data
Items per page

10 items per page -

Q Nexpose AND (IP"192 168 115.101")

Additional filters Combining method

Q Send to investigations

Fields 5 Selected

O Category

O Computer

Description

i= EventD
¥ EventType
@ GMT
=0

& Piatformin
=% SessionlD
@ Source
= SrclP

— QreMAr
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Last 30 days

N - ’

Total results” @)

Last 90 days

Showing page: (10 results per page)

@ LocalTime

© 2015-03-27
11:53:08.000

© 2015-03-27
11:45:09.000

© 2015-03-27
11:45:09.000

© 2015-03-27
11:45:09.000

© 2015-03-27
11:45:09.000

© 2015-03-27
11:45:09.000

© 2015-03-27
11:45:08.000

© 2015-03-27

O computer

192168 115101

192168 115101

192168 115101

192168 115101

192168 115101

192.168.115.101

192.168.115.101

192.168.115.101

Description

<114=Mar 27 11

= <114>Mar 27 11

<114>Mar 27 11

£ <114>Mar 27 11

£ <114>Mar 27 11

<114=Mar 27 11

i <114=Mar 27 11

<116>=Mar 27 11::

Start Date

2015-03-22 13:11:49

=1m =5m =30m Q1m Q@5m Qz0m

® End Date

2015-03-27 16:00:49

=1m =5m =30m ©1m Osm ©30m

47°57 192 168 115101 NeXpose.

39'57 192 168 115101 NeXpose.

39:57 192 168 115101 NeXpose.

39'57 192 168 115101 NeXpose.

39'57 192 168 115101 NeXpose.

39'57 192 168 115.101 NeXpose:

39:56 102.168.115.101 NeXpose:

39:03 192.168.115.101 NeXpose:

VULNERABILITY

VULNERABILITY

VULNERABILITY

VULNERABILITY

VULNERABILITY

VULNERABILITY:

VULNERABILITY:

VULNERABILITY:

Click Jacking (http-generic-click-jacking)

Click Jacking (http-generic-click-jacking)

Click Jacking (http-generic-click-jacking)

Click Jacking (http-generic—click-jacking)

Click Jacking (http-generic—click-jacking)

Click Jacking (hitp-generic-click-jacking)

Click Jacking (hitp-generic-click-jacking)

ICMP timestamp response (generic-icmp-timestamp)

[ EventLog (1 Category

syslog log alert
syslog log alert
syslog log alert
syslog log alert
syslog log alert
syslog log alert
syslog Iog alert
syslog Iog alert
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Modul raportare. Rapoarte bazate pe standard si tehnolo

Reports v Report Parameters v
4 & Reports Compliance \ SOX ' Sec. 802 Criminal Penalties for Altering Documents \ 1519 Destruction of records in Federal Investigations ' Windows \ Windows User Activity
4 | Compliance Research
4
4 COBIT User Activity Research
bl FISMA
B L) HIPAA 1235
bl IS0 27001 Items per page Filter data Start Date End Date
b PCI — —
. . Sox 100 items per page - vlad.gladin 2015-03-01 06:35:15 = 2015-03-31 07:35:115 =
&
I . Sec. 302 Corporate Responsibility for Financial Reports
1. Sec. 404 Management Assessment of Internal Controls .
4 | Sec. 802 Criminal Penalties for Altering Documents Fields
4 1) 1519 Destruction of records in Federal Investigations Category, Computer, Descrif ~
- . Databases
bl IS
1 Solaris
4 ) Windows Execute Report [ Export to CSV [# Export to PDF
| Windows Content Activity Research
| Windows File Access
| Windows NTFS audit [Windows XP 2003 and lal Windows User Activity Research v
| Windows User Activity Research
B Windows
By SUSE-Linux
. o »
=1 RedHat-Linux
b AX
B HP-UX . P
: Windows User Activity Research
=} Syslog
b}, Oradle Total results: @3
 }) SQL Server Showing page: (100 results per page)
ol Os
< | |
@ LocalTime L Computer iE Description [ EventLog O category = DestlP & UserName
Schedules > 2015-03-30 13:42:22.000 QEASTSES g-east local S ‘ Quest File Access Audit Remote Access & vlad gladin
=& File read:
More
2013-03-30 13:42:22.000 QEASTSBS g-east.local ull i . Quest File Access Audit Remoie Access % vlad.gladin
%& File read:
More

ARAS AR AR AAAR-An AR ACAOTORO f omnnd laan
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Viziunea Q-East Software
abordare holista a provocarilor de securitate

Detectie si protectie Dell Intrust, Change Auditor for Ofera protectii la nivel de

(layer 7) AD, Exchange, File Servers, aplicatii, sisteme de operare
VMWare

Colectare si stocare evenimente Dell Intrust, ArcSight, AlienVault Colecteaza si stocheaza toate

de audit evenimentele de log generate de

politicile interne de securitate

Detectie si validare de Rapid 7 Nexpose si MetaSploit Detecteaza vulnerabilitatile din
vulnerabilitati sisteme de operare/aplicatii etc
si ofera validarea acestora

Analiza si investigatii Q-East Smartinvestigator Culege toate informatiile pentru

o0 vedere de ansamblu
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Multumesc!

Vlad Gladin
Vlad.Gladin@QEast.ro
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