'--.':":_'r e
i

EVALUAR

ASUPRA EVOLUTIILOR I
FENOMENULUI RANSOMWARE ==

&
ASSESSMENT"SJQJ

ON THE EVOLUTION OF f_’.'
RANSOMWARE

DIRECTORATUL
BBBBBB JHRY.) NATIONAL
H& &% DESECURITATE

{837 CIBERNETICA




%

SCOPUL
MATERIALULUI

Atacurile cibernetice de tip ransomware s-au intensificat considerabil incepand cu anul 2021,
acestea fiind indreptate atat asupra institutiilor publice, cat si asupra companiilor private si
utilizatorilor individuali.
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Materialul a fost realizat in scopul sprijinirii eforturilor de consolidare a culturii de securitate
cibernetica si, implicit, reducerii incidentei atacurilor cibernetice de tip ransomware asupra
institutiilor publice, companiilor private si utilizatorilor individuali.

Ransomware reprezinta o amenintare pentru toate domeniile de activitate, in special pentru cele
critice si esentiale. Amenintarile generate de ransomware sunt complexe, diversificate si se
manifesta nediscriminatoriu, ceea ce impune un raspuns unitar la nivel national. Capacitatea
statului de a cunoaste, detecta, preveni, contracara si combate amenintarile generate de
ransomware este direct proportionala cu nivelul de cooperare intre sectoarele public, privat si

academic. /

PARTI
IMPLICATE

Materialul a fost realizat prin integrarea a trei viziuni asupra atacurilor de tip ransomware:
Centrul National Cyberint din cadrul Serviciului Roman de Informatii, Directoratul
National de Securitate Cibernetica (DNSC) si Brasov Cyber Hub.

Prin aceasta formula este oferita o imagine ampla si de ansamblu asupra fenomenului
atacurilor de tip ransomware.

7

2 BULETIN RANSOMWARE

~

SCOPE

Ransomware attacks have intensified considerably since 2021, targeting both public
institutions and private companies and individual users.

The material was designed to support efforts to strengthen the cyber security culture
and, implicitly, reduce the incidence of ransomware cyber attacks on public institutions,
private companies and individual users.

Ransomware is a threat to all areas of activity, including critical and essential ones. The
threats generated by ransomware are complex, diversified and non-discriminatory, which
requires a unified response at national level. The capacity of the state to perceive, detect,
prevent, counter and combat ransomware phenomenon is directly proportional to the level
of cooperation between the public, private and academic sectors.

N

PARTIES
INVOLVED

The material was drawn up by integrating three visions on ransomware attacks: National
Cyberint Center of the Romanian Intelligence Service, National Cyber Security
Directorate (DNSC) and Brasov Cyber Hub.

This formula provides a broad and comprehensive picture of the ransomware phenomenon.
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© Centrul National Cyberint este autoritate nationala in domeniul cyberintelligence, avand
atributii in cunoasterea, prevenirea, combaterea si contracararea atacurilor cibernetice care
afecteaza securitatea nationala a Romaniei;

© Directoratul National de Securitate Cibernetica (DNSC) este autoritatea competenta
la nivel national pentru spatiul cibernetic national civil, precum si pentru gestionarea
riscurilor si aincidentelor de securitate cibernetica.

© Brasov Cyber Hub intruneste specialisti, profesori, cercetatori, furnizori de servicii, start-
up-uri si institutii publice, in scopul identificarii de noi solutii in domeniul securitatii
cibernetice, adaptate la specificul fiecarei entitati participante.

Y

CUM A FOST
GANDIT

Intrucat amenintarea generata de ransomware este nediscriminatorie si excedeaza granitele
teritoriale, prima parte a materialului abordeaza necesitatea constientizarii amenintarilor
cibernetice proiectate de atacurile cibernetice de tip ransomware, prin raportare la
modalitatile de realizare a infectiei, modul de actiune al malware-ului siimportanta notei de
rascumparare.
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A doua parte a materialului este concentrata pe evolutia atacurilor cibernetice de tip
ransomware, pornind de la primul atac de acest tip si ajungand la tacticile, tehnicile si
procedurile complexe si diversificate din prezent: ransomware-as-a-service si double extortion,
printre altele. De asemenea, sunt abordate inclusiv initiativele internationale de combatere a
ransomware, precum siimpactul generat de evenimente sociale si geopolitice asupra
amenintarilor cibernetice asociate ransomware.

Ulterior, in cadrul materialului sunt prezentate cele mai prolifice aplicatii malware utilizate in
atacurile de tip ransomware, inclusiv atacurile distructive asupra Colonial Pipeline si Kaseya.

Infinal, sunt prezentate trenduri ale fenomenului ransomware, urmate de solutii de
contracarare a acestor atacuri cibernetice si recomandari pentru prevenirea lor.
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© National Cyberint Center is a national authority in the field of cyberintelligence, with
attributions in knowing, preventing, combating and countering cyber attacks that affect
Romania's security;

© National Cyber Security Directorate (DNSC) is the national competent authority for the
national civil cyberspace, as well as for the management of cyber security risks and
incidents;

© Brasov Cyber Hub brings together specialists, teachers, researchers, service providers,
start-ups and public institutions, in order to identify new solutions in the field of cyber
security, adapted to the specifics of each participating entity.

FRAMEWORK

Since the threat generated by ransomware is non-discriminatory and exceeds territorial
boundaries, the first part of the document addresses the need to raise awareness
regarding cyber threats posed by ransomware cyber attacks, by referring to the
methods to deliver infection, the manner in which the malware functions and the
importance of the ransom note.

The second part of the material focuses on the evolution of ransomware attacks, starting
from the first attack of this type and reaching today's complex and diversified tactics,
technigues and procedures: ransomware-as-a-service and double-extortion among others.
It also addresses international initiatives to combat ransomware, as well as the impact
generated by social and geopolitical events on ransomware-related cyber threats.

Subsequently, the material presents the most prolific malware applications used in
ransomware attacks, including the destructive attacks on Colonial Pipeline and Kaseya.

Finally, trends of the ransomware phenomenon are presented in the material, followed by
solutions to counter these cyber attacks and recommendations for prevention.
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aplicatie care cripteaza fisierele de pe sistemele informatice infectate,
afectand integritatea si disponibilitatea datelor din cadrul acestora.
Scopul actorilor cibernetici care deruleaza atacuri de tip ransomware
este obtinerea de beneficii financiare, pentru decriptarea datelor fiind
solicitata plata unei rascumparari in criptomoneda. Raportat la anul 2022,
amenintarea generata de atacurile ransomware vizeaza inclusiv exfiltrarea
datelor criptate si targetarea concreta a unor tipare organizationale, care

&e potrivesc obiectivelor financiare ale atacatorilor.

>

CUM SE REALIZEAZA
INFECTIA INITIALA?

Cea maiintalnita modalitate de distribuire a unui ransomware este utilizarea de tehnici de
inginerie sociala:
© campanii de phishing — presupun transmiterea de e-mailuri care simuleaza a fi transmise de

catre persoane fizice, institutii sau companii legitime. Acestea contin elemente care determina
potentialele victime sa acceseze link-uri, respectiv sa descarce documente cu continut malware.

© site-uri compromise — atacatorii compromit un site, pe care il utilizeaza pentru a distribui
aplicatia malware.

© reclame web - anunturile agresive de publicitate pot fi primul pas in realizarea infectiei cu
ransomware.

Pe langa utilizarea tehnicilor de inginerie sociala pentru realizarea infectiilor cu ransomware,
atacatorii apeleaza la compromiterea credentialelor aferente Remote Desktop Protocol (RDP),
precum si la vulnerabilitati ale acestuia.

RDP este un protocol de comunicatii proprietar Microsoft, care permite unui utilizator accesul si
gestionarea unui alt dispozitiv, de la distanta, printr-o interfata grafica.
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an application that encrypts files on infected computer systems,
affecting the integrity and availability of data within them. The purpose of
the cyber actors who carry out ransomware attacks is to obtain financial
benefits, as they request a ransom paid in cryptocurrency in exchange for
data decryption. Talking about 2022, the threats posed by ransomware
attacks also refer to data exfiltration and the targeting of specific
organizational patterns, according to the cyber actor’s financial objectives.

N

HOW THE INITIAL
INFECTION
1S DELIVERED

The most common method to spread ransomware is using social engineering techniques:

© phishing campaigns - involve sending e-mails that pretend to be sent by legitimate
individuals, institutions or companies. They contain elements that urge potential victims to
access links, respectively to download documents with malware content.

© Compromised websites — attackers compromise a site that they use in order to disseminate
the malware.

© Web ads - the aggressive commercial ads can be the first step in spreading a ransomware
infection.

Besides using social engineering techniques to generate ransomware infections, attackers also
resort to compromising the credentials associated to Remote Desktop Protocol (RDP), as well
as to the latter's vulnerabilities.

RDP is a Microsoft proprietary communications protocol that allows users to access and manage
another device remotely by way of a graphical interface.

RANSOMWARE BULLETIN 9



P

ETAPELLE UNUI ATAC
DE TIP RANSOMWARE

Pentru asigurarea succesului unui atac cibernetic de tip ransomware, atacatorii parcurg
urmatorii pasi:

7

1. STABILIREAVICTIMEI $SI OBTINEREA DE DATE DESPRE ACEASTA

Majoritatea atacatorilor distribuie ransomware prin e-mailuri de tip phishing. Acestiaisi pot
alege victimele in mod aleatoriu, utilizand adrese e-mail achizitionate de pe forumuri
cybercrime, compromise anterior de altii, sau pot alege in mod expres anumite victime din
companii pe care le vizeaza.

De cele mai multe ori, atacatorii creeaza e-mailurile de phishing utilizand date obtinute de pe
site-uri sau date pe care utilizatorii le fac publice pe retele de socializare.

2. ATACUL INITIAL

In aceasta etapa, malware-ul este transmis catre victima ca atasament sau link in cadrul
e-mailului de phishing, fiind necesara interventia utilizatorului pentru ca infectia sa fie initiata. De
asemenea, atacatorii pot utiliza site-uri compromise anterior, pe care posteaza fisierul cu
continut malware, utilizatorii fiind directionati sa descarce acest fisier. Fisierul contine adesea un
script integrat (de exemplu, in macrocomenzile unui document Word) utilizat pentru a crea o
conexiune la serverul C2 (Command and Control).

3. COMUNICARE CU ATACATORUL

Dupa ce infectia a fost realizata, aplicatia malware vaincerca sa comunice cu un server de
comanda si control al atacatorului, pentru a transmite date relevante despre sistemul infectat.
In unele situatii, atacatorii realizeaza comunicari cu sistemele victima pentru incarcarea unor
aplicatii malware aditionale, care vor fi utilizate in urmatoarele faze ale atacului. In anumite
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AN

THE STAGES OF A
RANSOMWARE
ATTACK

To ensure the success of a ransomware cyber attack, the attackers go through the following
stages:

1. IDENTIFYING THE VICTIM AND OBTAINING DATA ABOUT IT

Most attackers disseminate ransomware through phishing emails. They can choose their
victims randomly, using email addresses acquired from cybercrime forums that have already
been compromised by others, or they can choose their victims specifically from targeted
companies.

Most frequently, attackers create the phishing emails using data obtained from websites or data
that users make public on social media.

2. THE INITIAL ATTACK

At this stage, the malware is sent to the victim as an attachment or as a link with the phishing
email, user intervention being required in order to initiate the infection. Moreover, attackers can
use websites that have already been compromised, on which they post the malware-containing
file, and users are being led to download the file. Often, the file contains an integrated script (e.g.
in the Word macro commands) used in order to connect to the C2 server (Command and
Control).

3. COMMUNICATION WITH THE ATTACKER

After the infection has been achieved, the malware application will try to communicate with the
attacker's command and control server, in order to transmit relevant data about the infected
system. In some cases, attackers communicate with the victim systems for the purpose of
uploading additional malware applications meant to be used in the subsequent stages of the
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situatii, cheia de criptare este generata pe serverul C2 si transmisa catre sistemul victima, fiind
ulterior demarat procesul de criptare a fisierelor.

4,  MISCARE LATERALA

In cadrul campaniilor ransomware, miscarea laterala se deruleaza, in unele situatii, prin
intermediul unei aplicatii malware aditionale instalate anterior de catre atacator. Foarte putine
aplicatii detin capabilitati de propagare la nivelul unei retele dupa infectarea unui sistem
informatic. Cu toate acestea, atacatorii cu capabilitati tehnice avansate au dezvoltat ceea ce
specialistii in securitate cibernetica numesc CryptoWormes, o aplicatie malware ce are
capabilitatea de a se autoreplica in interiorul retelei si de a cripta datele utilizatorilor, avand
posibilitatea de a infecta toate dispozitivele din aceeasi retea.

5. EXFILTRARE DE DATE

Multi atacatori cibernetici implicatiin atacuri de tip ransomware apeleaza la exfiltrarea datelor
pentru a constrange victimele sa plateasca rascumpararea. Exista situatii in care acestia
reusesc sa exfiltreze date despre dispozitiv si date din browser-ele web (inclusiv conturi de acces
pe anumite platforme si parolele aferente), dar si situatii in care sunt exfiltrate cantitati
considerabile de fisiere aflate pe sistemul informatic infectat.

6. CRIPTAREA DATELOR

In aceasta etapa, aplicatia malware incepe procesul de criptare a datelor, acesta fiind diferit si
dependent de nivelul de cunostinte tehnice al atacatorului. Fisierele pot fi criptate individual, la
nivel de sistem, sau pot fi criptate sisteme multiple din aceeasi retea. Dupa finalizarea procesului
de criptare, utilizatorii nu mai pot accesa datele si/sau nu mai pot utiliza dispozitivul infectat.

s

NOTA DE
RASCUMPARARE

Ulterior criptarii datelor, pe ecranul dispozitivului infectat este vizibila nota de rascumparare, prin
care victimeii se solicita plata unei anumite sume, in criptomoneda, pentru a recapata accesul la
propriile date. Exista situatii in care atacatorii solicita plata rascumpararii intr-un anumit interval
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attack. In certain cases, the encryption key is being generated on the C2 server, and then sent to
the victim system. Afterwards, the file encryption process is being launched.

4. LATERAL MOVEMENT

Throughout ransomware campaigns, the lateral movement takes place in some cases, by
means of an additional malware application previously installed by the attacker. Hardly any
applications have network dissemination capacities after an I'T system has been infected.
However, attackers with advanced technical capabilities have developed the malware
application known by cyber security experts as CryptoWorms, which has the ability to replicate
itself within the network, and to encrypt the users' data, thus being capable of infecting all the
devices within the same network.

5. DATA EXFILTRATION

Many cyber attackers involved in ransomware attacks resort to data exfiltration in order to
coerce victims to pay ransom. There are cases when they succeed in exfiltrating data about the
device and data from the web browsers (including access accounts on certain platforms and the
associated passwords). But there are also situations when significant volumes of files are being
exfiltrated from the infected system.

6. DATA ENCRYPTION

At this stage, the malware application starts the data encryption process, which differs from
case to case and depends on the level of technical knowledge of the attacker. Files can be
encrypted individually, at system level, or multiple systems can be encrypted within the same
network. After the encryption process ends, the users cannot access the data and/or cannot use
the infected device anymore. \

THE RANSOM
NOTE

Following data encryption, the ransom note can be seen on the display of the infected device,
and the victimis required to pay a certain sum, in cryptocurrency, in order to regain access to his/
her own data. In some cases, the attackers require the ransom to be paid within a certain period
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de timp, in caz contrar, cheia de decriptare fiind stearsa, datele exfiltrate fiind postate pe site-uri
dedicate scurgerilor de date (DLS), forumuri cybercrime pentru comercializare, iar victima se
aflainimposibilitatea de a-si recupera datele.

Nota de rascumparare marcheaza finalizarea procesului de criptare a datelor, fiind momentul in
care victima constientizeaza ca nuisi mai poate accesa datele.

Nota de rascumparare reprezinta modul prin care atacatorii comunica, indirect, cu victimele,
solicitand plata unei sume de bani, in criptomonede, pentru decriptarea datelor. Aceasta a suferit
multiple imbunatatiri de-a lungul timpului, atacatorii urmarind sa identifice noi metode de
determinare a victimelor sa realizeze platile.

Cele maiintalnite tipuri de note de rascumparare sunt:
© utilizarea unei casete de mesaj pe sistemul informatic al victimei;

© crearea unor fisiere de tip text in care este detaliat modul prin care poate fi platita
rascumpararea;

© blocarea ecranului victimei si afisarea notei de rascumparare.

in functie de aplicatia malware utilizata, detaliile cu privire la plata pentru rascumpararea
datelor sunt oferite in moduri diferite:

© sumain criptomoneda si portofelul electronic sunt mentionate in nota de rascumparare;

© atacatorii solicita victimelor sa acceseze o adresa de Tor (.onion), unde se autentifica folosind
o cheie mentionata in nota de rascumparare; ulterior, victimelor le este vizibila nota de
rascumparare;

© atacatorii solicita victimelor sa i contacteze prin e-mail pentru a afla detalii despre
modalitatea in care pot decripta datele proprii.
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of time, failing which, the decryption key is being deleted, the exfiltrated data is being posted on
dedicated leak sites (DLS), cybercrime forums for commercial purposes, and the victim is unable
to retrieve his/her data. The ransom note marks the completion of the data encryption process,
as the victims realize they can no longer access their data.

The ransom note is the way in which the attackers communicate, indirectly, with the victims,
asking for a sum of money in cryptocurrency, in exchange for data decription. It has undergone
many improvements over time, the attackers seeking to identify new methods of determining
victims to make the payments.

The most common types of ransom notes are:

© using amessage box on the victim's computer system;

© generating text files detailing how the ransom can be paid;
© locking the victim's screen and displaying the ransom note.

Depending on the malware application being used, payment details for data ransom are provided
in different ways:

© the amountin cryptocurrency and the electronic wallet are specified in the ransom note;

© the attackers ask the victims to access a Tor address (.onion), where they authenticate using a
key specified in the ransom note; subsequently, the victims can see the ransom note;

© the attackers ask the victims to contact them by e-mail to find out how they can decrypt their
data.

RANSOMWARE BULLETIN 15
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EFECTE $I
IMPACT

Atacurile de tip ransomware compromit toate cele trei valori fundamentale ale datelor, respectiv
confidentialitatea, integritatea si disponibilitatea acestora.

7

Compromiterea acestor valori poate cauza prejudicierea companiilor din punct de vedere:
© reputational (inclusiv pierderea clientilor);

© financiar;

Q legal.

in ceea ce priveste entitatile publice, un astfel de atac poate genera efecte ce transcend
prejudiciile financiare, existand posiblitatea aparitiei unor consecinte mai grave (cu titlu de
exemplu, se poate face referire la o institutie medicalg, la nivelul careia un atac ransomware
poate genera inclusiv pierderi de vieti omenesti).

Indiferent de impactul atacurilor cu ransomware, plata rascumpararii NU reprezinta o
garantie a faptului ca atacatorii vor furniza cheile de decriptare, respectiv vor renunta la
utilizarea datelor exfiltrate. Prin urmare, plata rascumpararii nu este recomandata in cazul
unui atac de tip ransomware.
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N

CONSEQUENCES
AND IMPACT

Ransomware attacks affect the three fundamental qualities of data: confidentiality, integrity and
availability.

Affecting these values can inflict damage from several angles, such as:
© reputation (including the loss of clients);

© financial losses;

© legal repercursions.

Regarding public entities, such an attack can generate effects that go beyond financial losses,
with more serious consequences being a risk (for instance, talking about a medical institution, a
ransomware attack can even lead to human deaths).

Regardless of the impact of ransomware attacks, the payment of the ransom is not a
guarantee that the attackers will provide the decryption keys and will waive the use of
exfiltered data. Therefore, the payment of the ransom is not recommended in case of a
ransomware attack.
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PEISAJULL AMENINTARII /
CIBERNETICE GENERATE DI
ATACURILE RANSOMWARE

y

5
b !r . 7N

ThiE FRAMEWORK OF
CYBERTHREATS GENERATED
BY RANSOMWARLE ATTACKS



Actorii cibernetici motivati financiar isi diversifica in mod constant tacticile, tehnicile si
procedurile utilizate, astfel incat sa isi maximizeze profiturile, utilizand un numar cat mai limitat
deresurse.

In acest sens, atacurile cibernetice de tip ransomware reprezinta o solutie facila, atat prin
prisma gradului ridicat de comercializare a aplicatiilor malware specifice La nivelul forumurilor
de criminalitate cibernetica, cat si prin prisma efectelor generate de acestea si a numarului mare
de victime care achita rascumpararea solicitata de atacatori.

INFO BOX \

Q Desi la prima vedere atacurile ransomware par a fi o consecinta

a gradului ridicat de digitalizare a secolului XXI, acestea au fost
observate pentru prima data la finalul anilor ’80. Mai exact, primul atac
ransomware a avut loc in 1989, cand cercetatorul Joseph PoPP a participat
la conferinta gazduita de Organizatia Mondiala a Sanatatii pentru
combaterea SIDA.
Cercetatorul a distribuit participantilor 20.000 suporturi de memorie de
tip ,,floppy disk”, care, conform acestuia, contineau un chestionar privind
cercetdrile referitoare la tema conferintei. In realitate, acestea contineau
o aplicatie malware, care era instalata la nivelul sistemului informatic
in momentul rularii suportului de memorie, dar nu era executata decat
in momentul celei de-a 90-a pornire a sistemului. In acel moment,
accesul utilizatorului la sistemul informatic era blocat, fiind solicitata
transmiterea sumei de 1898 catre o cutie postala din Panama pentru

Xleblocarea acestuia.

Din 1989 si panain prezent atacurile ransomware s-au dezvoltat, direct proportional cu evolutiile
tehnologice si cresterea numarului de actori cibernetici motivati financiar. Concret, daca la
inceput atacurile ransomware vizau blocarea utilizarii unui sistem informatic, atacatorii s-au
reorientat catre criptarea datelor sau chiar exfiltrarea acestora pentru a santaja victimele
sa achite recompensa solicitata.

20 BULETIN RANSOMWARE

Financially motivated cyber players constantly diversify their tactics, techniques and
procedures so as to maximize their profits, using as little resources as possible.

In this respect, ransomware cyber attacks are an facile solution, both because lots of
specific malwares are marketed on cybercrime forums, and due to their effects and the
large number of victims who pay the ransom requested by the attackers.

INFO BOX

Although at first sight the ransomware attacks appear to be a Q

consequence of the high digitization of the 21* century, they were first
observed in the late 80s.” Specifically, the first ransomware attack took
place in 1989, when researcher Joseph PoPP attended the conference
hosted by the World Health Organization to fight AIDS.
The researcher distributed to the participants 20,000 “Hoppy disks”,
which according to him contained a questionnaire on the reserches related
to the conference topic. In reality, they contained a malware, which was
installed on the computer system at the time of running the memory
support, but was executed only when the system was started for the 90™
time. At that point, the user’s access to the computer system was blocked,
and he was requested to send the sum of $189 to a Panama
mailbox to unblock it.

Since 1989, ransomware attacks have developed, directly proportional to the technological
developments and the increase in the number of financially motivated cyber players. Specifically,
if ransomware attacks initially aimed at blocking the use of a computer system, the attackers
have turned to data encryption or even their exfiltration in order to blackmail victims to pay
the requested ransom.
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DOUBLE EXTORTION
& TRIPLE EXTORTION

Astfel, actorii cibernetici au dezvoltat noi tactici privind derularea atacurilor ransomware, precum
double extortion. Aceasta presupune exfiltrarea datelor din cadrul sistemelor informatice infectate,
anterior criptarii. Datele exfiltrate sunt utilizate ulterior de catre atacatori pentru a ameninta
victimele cu publicarea/utilizarea acestor date, solicitand achitarea recompensei solicitate.

Mai mult, actorii cibernetici au identificat o noua tactica de a obtine beneficii financiare atat de la
entitatea vizata de atacul ransomware, céat si de la beneficiarii serviciilor acestora sau alte entitati
partenere prin santajarea acestora cu publicarea unor date confidentiale sau compromitatoare.
Aceasta tactica este cunoscuta in mediul specialistilor de securitate cibernetica sub denumirea de
triple extortion.

Tot ca parte a triple extortion, exista situatii in care, ulterior exfiltrarii si criptarii datelor, atacatorii
ameninta victimele cu realizarea unui atac de tip DDoS asupra retelelor si sistemelor informatice
utilizate, in vederea blocarii sau epuizarii resurselor aferente.

P

RANSOMWARE-AS-A-
SERVICE (Raa$S)

Acest model de business, bazat pe principiul afilierii, presupune comercializarea, la nivelul
forumurilor de criminalitate cibernetica, a aplicatiilor de tip ransomware precum si a unor
instrumente si elemente de infrastructura necesare pentru derularea atacurilor. Acest fenomen
permite derularea de atacuri ransomware inclusiv de catre persoane care detin capabilitati si
cunostinte reduse.

Deseori, gruparile care deruleaza atacuri ransomware initiaza programe de afiliere, prin care,
persoanelor interesate li se pun la dispozitie toate instrumentele necesare in schimbul unei
sume de bani sau al unui procent din veniturile obtinute in urma atacurilor derulate.
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DOUBLE EXTORTION
&TRIPLE EXTORTION

Cyber actors have developed new tactics for conducting ransomware attacks, such as double
extortion. This involves the exfiltration of the data from the infected IT&C systems prior to the
encryption. The exfiltered data are then used by the attackers to threaten the victims with the
publication/use of these data, asking for the required ransom to be paid.

Moreover, cyber actors have identified a new approach to obtain financial benefits both from the
entity targeted by the ransomware attack, as well as the beneficiaries of their services or other
partner entities by blackmailing them to publish confidential or compromising data. This method is
known in the field of cyber security experts as “triple extortion”.

Also, as part of “triple extortion”, there are situations in which, after exfiltration and encryption of
data, attackers threaten victims with a DDoS attack on the networks and computer systems used,
in order to block or diminish the related resources.

N

RANSOMWARE-AS-A-
SERVICE (Raa$S)

This business model, based on affiliation principle, involves the commerce, at the level of
cybercrime forums, of ransomware applications, as well as of some tools and infrastructure
elements necessary for carrying out the attacks. This phenomenon allows ransomware attacks
to be conducted even by people with limited skills and knowledge.

Often, groups that carry out ransomware attacks initiate affiliate programs, through which
interested persons are provided with all the necessary tools in exchange for a specific sum of
money or a percentage of the income obtained from the attacks.
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INITIATIVE INTERNATIONALE

Entitatile responsabile pentru combaterea atacurilor cibernetice de tip
ransomware deruleaza constant initiative menite sa ajute victimele acestor
tipuri de atacuri sau sa previna derularea de campanii ransomware.
Printre cele mai importante initiative din anul 2021 a fost Inifiativa de
Combatere a Ransomware (Counter Ransomware Initiative - CRI), propusa
de Statele Unite ale Americii. Romania este unul dintre cele 31 de state care
au participat la reuniunea multilaterala pe tema atacurilor cibernetice de tip
ransomware, organizata in perioada 13-14.10.2021 de Consiliul Securitatii
Nationale din SUA (NSC), sub coordonarea Casei Albe.
O alta initiativa la nivel international este No More Ransom (NMR),
creatd la nivelul Centrului European dedicat criminalitatii cibernetice din
cadrul Europol, printr-un parteneriat public-privat intre unitatea dedicata
criminalitatii cibernetice din cadrul politiei din Tarile de Jos (The National
High Tech Crime Unit of the Netherlands’ Police) si compania de securitate
cibernetica McAfee.
Rolul acestei initiative este de a ajuta victimele atacurilor ransomware in
decriptarea datelor, fara a fi nevoie sa achite recompensa ceruta de atacatori.
Acesta afost lansata inca din anul 2016, punand la dispozitia victimelor datele
tehnice necesare decriptarii fisierelor.
Pana in prezent, peste 6 milioane de persoane au fost sprijinite pentru
minimizarea efectelor negative ale unui atac ransomware, peste 170 de noi
parteneri din mediul privat, public si academic alaturandu-se initiativei.
Resursele puse la dispozitie pot fi accesate in 37 de limbi diferite si includ
peste 120 de instrumente capabile sa remedieze atacurile derulate cu
aproximativ 150 de familii de ransomware diferite.
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INTERNATIONAL INITIATIVES

Entities responsible for countering ransomware cyber attacks are
constantly running initiatives to help victims of these types of attacks or to
prevent ransomware campaigns.
Among the most important initiatives in 2021 was the US Counter
Ransomware Initiative (CRI). Romania is one of the 31 states that
participated in the multilateral meeting on ransomware cyber attacks,
organized on October 13-14, 2021 by the
US National Security Council (NSC), coordinated by the White House.
Another international initiative is No More Ransom (NMR), created at
the European Center for Cybercrime within the Europol, through a public-
private partnership between the Dutch cybercrime unit
(The National High-Tech Crime Unit of the Netherlands’ police)
and the cyber security company McAfee.
The role of this initiative is to help victims of ransomware attacks in
decrypting data, without having to pay the reward requested by the attackers.
It has been launched since 2016, providing
victims with the technical data needed to decryptfiles.
So far, more than 6 million people received support to minimize the negative
effects of a ransomware attack, with more than 170 new private, public and
academic partners joining the initiative. The available resources can be
accessed in 37 different languages and include over 120 tools capable of fixing
attacks with about 150 different ransomware families.
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CONTI

7

Ransomware-ul CONTI este dezvoltat de gruparea de criminalitate cibernetica Wizard, fiind
identificat pentru prima data la inceputul anului 2020. Acesta este cunoscut pentru viteza cu
care dezvoltatorii actualizeaza codul sursa, in prezent existand o crestere cu 27,3% a numarului
de variante Conti.

Ransomware-ul este comercializat in sistem RaaS si este operat de diferiti atacatori.Aplicatia
poate fi controlata manual de catre un atacator si foloseste tehnica de double extortion.

Vectorul de infectie este, de obicei, un e-mail de tip phishing care contine atasamente cu
continut malware, ce include adesea un script integrat (preponderent in macrocomenzile unui
document Word), utilizat pentru a crea o conexiune de la sistemele vizate catre serverul de
comanda si control (C2). Avand o conexiune activa, atacatorii pot descarca ulterior
ransomware-ul Conti.

La sfarsitul lunii februarie 2022, un cercetator in domeniul securitatii cibernetice a publicat pe
contul de Twitter @contileaks o serie de date interne ale gruparii, reprezentand conversatii
dintre membrii. Ulterior, acesta a continuat publicarea de date, incluzand elemente de
infrastructura de atac, identitati reale ale atacatorilor si portofele electronice utilizate.

Cercetatorul care a publicat datele este de origine ucraineana, actiunea sa reprezentand modul
prin care isi sustine tara in cadrul conflictului ruso-ucrainean, dat fiind faptul ca gruparea
anuntase anterior ca va derula operatiuni pentru sustinerea Rusiei.
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CONTI

CONTI ransomware is developed by the cybercrime group Wizard, being identified for the first
time in early 2020. It is known for the speed with which developers update the source code;
currently there is a 27.3% increase in the number of Conti variants.

The ransomware is marketed in the RaaS system and is operated by various attackers.The
application can be manually controlled by an attacker and uses the double extortion technique.

The infection vector is usually a phishing email that contains attachments with malware
content, which often includes an integrated script (mostly in the macros of a Word document),
used to create a connection from the targeted systems to the command and control server. With
an active connection, attackers can later download Conti ransomware.

Inlate February 2022, a cyber security researcher posted on the Twitter page @contileaks a
series of internal data of the group, representing conversations among members. Subsequently,
it further published data, including elements of the attack infrastructure, real identities of the
attackers and the electronic wallets that were used. The researcher who published the data is of
Ukrainian origin, this action being his way of supporting his country in the Russian-Ukrainian
conflict, given that the group had previously announced that it would carry out operations to
back Russia.
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REvil
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Ransomware-ul REvil a fost observat pentru prima data in 2019, fiind inclusiv disponibil in
sistem Raa$S. In functie de preferlnta atacatorului care il achizitioneaza, REvil poate fi distribuit
prin mesaje de ph/sh/ng sau prin tehnici specifice, precum utilizarea unor kit-uri de exploatare
sau a unor aplicatii malware de tip backdoor, respectiv compromiterea credentialelor RDP prin
brute-force.

Dupa criptarea datelor, atacatorii afiseaza pe sistemele infectate nota de rascumparare, suma
solicitata variind intre 1.500 de dolari si 42 de milioane de dolari, in functie de specificul victimei.
Actorii cibernetici solicita pana la 9% din veniturile anuale ale victimei, iar in situatiain care plata
nu este realizata la timp, suma se dubleaza.

In 2020, REvil aintrodus double extortion in strategia de atac, prin urmare, daca cerintele nu
sunt indeplinite, acestia ameninta victima cu publicarea datelor furate pe site-ul propriu, "The
Happy Blog".

Dupa ce a fost printre cele mai active familii de ransomware in 2021 (17,8% dintre atacurile
ransomware din 2021 au fost cu o varianta REvil ), atacurile cu REvil au fost oprite o perioada,
ca urmare a unor operatiuni de arestare a unor operatori REvil derulate in perioada noiembrie
2021 - februarie 2022. Operatiunile au fost derulate atat de catre o echipa comuna formata din
reprezentanti ai Europol, Eurojust si INTERPOL, cét si de catre Serviciul Federal de Securitate
din Rusia (FSB), la cererea autoritatilor americane.

Cu toate acestea, in aprilie 2022, a fost observata reluarea atacurilor cibernetice cu aplicatia
malware Revil, atacatorii creandu-si o infrastructura noua si dezvoltand o alta modalitate de
criptare.
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REvil

The REvil ransomware was first noted in 2019 and it is also available as a RaaS. Depending on the
attacker's wish, REvil can be distributed through phishing messages or other specific techniques,
such as using exploit kits or backdoor malware applications, namely by compromising the RDP
credentials by brute-force.

After the encryption of the data, the attackers display the ransom note on the infected systems, the
amount varying between USD 1500 and 42 million depending on the nature of the victim. Cyber
actors demand up to 9% of the victim's yearly income and, if the payment is not made on time, the
amount is doubled.

In 2020, REvil introduced double extortion in its attack strategy. Thus, if their demands are not met,
they threaten the victim with publishing the stolen data on their own site, "The Happy Blog".

After it became one of the most active ransomware families of 2021 (17.8% of the 2021
ransomware attacks used a REvil version), the REvil attacks stopped for a while, because of
operations carried out in November 2021 - February 2022 to arrest REvil operators. The operations
were carried out both by a joint team made up of Europol, Eurojust and INTERPOL representatives,
as well as by the Russian Federal Security Service (FSB), at the request of American law
enforcement agencies.

However, in April 2022, the cyber attacks using the Revil malware application resumed, the
attackers creating a new infrastructure and developing a new encryption method.
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HIVE
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A fost observat pentru prima data in iunie 2021, fiind utilizat in atacuri asupra sectorului de
sanatate, organizatiilor non-profit, distribuitorilor de bunuri/servicii si furnizorilor de energie.

Hive a fost dezvoltat astfel incat sa infecteze cu usurinta sistemele informatice indiferent de
sistemul de operare al acestora: Windows, Linux sau macQOS.

Vectorii de infectie utilizati de Hive sunt e-mailurile de tip phishing cu atasamente ce contin
malware si exploatarea RDP-ului.

De asemenea, atacatorii folosesc tactica de double extortion, amenintand cu publicarea datelor
victimei pe site-ul TOR propriu, ,HivelLeaks".

>

LOCKBIt

7

Cunoscut anterior sub numele de ABCD ransomware, LockBit a fost identificat pentru prima
datain 2019 si a fost imbunatatit treptat in ultimii ani pentru a deveni una dintre cele mai
ingenioase familii de ransomware in prezent. Versiunea LockBit 2.0 este cunoscuta pentru faptul
ca prezinta cel mai rapid si eficient proces de criptare a fisierelor. Ulterior, la finalul lunii iunie
2022 operatorii LockBit au dezvoltat si comercializat versiunea 3.0 a aplicatiei malware.

Atacatorii care operationalizeaza LockBit recruteaza angajati din companii de securitate
cibernetica si organizeaza concursuri pe forumuri cybercrime in scopul angrenarii hackerilor
talentatiin procesul de identificare de posibile vulnerabilitati ale malware-ului.

Fisierul de criptare executabil este disimulat intr-un fisier tip imagine (cu extensia .PNG). LockBit
are capabilitati de miscare laterala la nivelul unei retele, prin instrumente tipice, cum ar fi
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HIVE

N
Tt was first noted in June 2021, when it was used in attacks against the public health sector, Non-
Government Organizations, goods/services distributors and energy suppliers.

Hive was developed to easily infect IT systems regardless of their operating system: Windows,
Linux or macOS.

The infection vectors used by Hive are phishing e-mails with attachments containing malware
and by exploiting the RDP.

Also, the attackers use the double extortion tactic and threaten to publish the victim's data on
their own TOR site," HivelLeaks".

LOCKBIt

Previously known as ABCD ransomware, LockBit was first identified in 2019 and it has been

radually improved over the last years so that it became one of the most ingenious ransomware
amilies to date. The LockBit 2.0 version is known for the fact that it offers the fastest and most
efficient file encryption process. During the later June 2022, LockBit operators developed and
commercialized 3.0 version of the malware.

The attackers that operate LockBit recruit employees from cyber security companies and
organize competitions on cybercrime forums in order to recruit talented hackers and identify
possible vulnerabilities in the malware.

The executable encryption file is concealed in an image file (with the extension .PNG). LockBit
has lateral movement capabilities it can use within a network, such as Windows PowerShell and
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Windows PowerShell si SMB (Server Message Block). in fazainitiald, atacatorul infecteaza
manual un singur sistem informatic, iar ulterior malware-ul se raspandeste la nivelul retelei,
fara interventie umana. /

ALPRIYV BlackCat
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Cunoscut anterior ca DarkSide/BlackMatter, ALPHV BlackCat este un ransomware observat la
mijlocul lunii noiembrie 2021 ce poate fi achizitionat in sistem RaaS si poate fi adaptat cu
usurinta de atacatori pentru a rula atat pe sistemul de operare Windows, cat si pe Linux.

Atacatorii ge utilizeaza ransomware-ul ALPHV BlackCat folosesc inclusiv tactica triple
extortion. In numeroase situatii, daca victima refuza sa se conformeze cerintelor atacatorului,
acesta insista ca victima sa plateasca rascumpararea, amenintand, in caz contrar, ca va efectua
un atac DDoS asupra infrastructurii vizate.

Canalul de comunicare utilizat de ALPHV BlackCat pentru negocieri este diferit in comparatie cu
practicile obisnuite, deoarece chat-urile pot fi accesate numai de catre cei care detin un token de
acces sau un ID al notei de rascumparare, cu scopul de a evita implicarea unor terti.

>

KHONSARI

7

Khonsari este unul dintre primele ransomware-uri care au exploatat vulnerabilitatea Log4Shell,
descoperita la jumatatea lunii decembrie 2021.

Log4Shell este o vulnerabilitate software a Apache Log4j 2, o biblioteca Java populara pentru
jurnalizarea mesajelor de eroare in aplicatii. Exploatarea vulnerabilitatii permite unui atacator sa
preia controjul de la distanta asupra unui dispozitiv de pe internet care ruleaza anumite versiuni
de Log4j 2. In comparatie cu alte aplicatii ransomware, Khonsari nu este disponibila in sistem
RaaS, dezvoltatorii aplicatiei fiind singuril care operationalizeaza atacurile.
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SMB (Server Message Block). Initially, the attacker manually infects a single IT system, and
later the malware spreads within the network, without human intervention.

N

ALLPRYV BlackCat

Previously known as DarkSide/BlackMatter, ALPHV BlackCat is a ransomware observed in mid-
November 2021 which can be purchased as a RaaS and can be easily adapted by the attackers to
run both on Windows and Linux operating systems.

The attackers that use the ALPHV BlackCat ransomware also use the triple extortion tactic. On
numerous occasions, if the victim refuses to comply to the attacker's demands, the latter insists
thfat the victim pay the ransom, or else they carry out a DDoS attack on the targeted
infrastructure.

The communication channel used by ALPHV BlackCat for negotiations is unlike the usual
practices because the chats can be accessed only by those who have an access token or the ID
of the ransom note, with the purpose of avoiding third parties from getting involved.

§

KHONSARI

Khonsari is one of the first ransomwares that have exploited the Log4Shell vulnerability,
discovered mid-December 2021.

Log4Shellis a software vulnerability of Apache Log4j 2, a Java library popular for its
applications error log. By exploiting vulnerabilities, an attacker can remotely take over the
control of a device on the Internet that runs certain Log4j 2 versions. Unlike other ransomware
applications, Khonsari is not available as a RaaS. The application’s developers are the only ones
that can carry out attacks.
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Inluna mai 2021, compania americana Colonial Pipeline, cel mai mare operator de conducte
petroliere din Statele Unite ale Americii si-a oprit activitatea ca urmare a unui atac cibernetic de
tip ransomware cu aplicatia malware Darkside. Activitatea companiei a fost intrerupta pentru
aproximativ 5 zile, ceea ce a condus la o criza a combustibilului pe coasta estica a SUA, a
determinat schimbarea zborurilor pentru companii aeriene si a destabilizat economia tarii.

Actorul cibernetic care a operationalizat atacul asupra Colonial Pipeline a fost gruparea

7

Darkside, scopul fiind unul pur financiar, frd a urmari afectarea infrastructurii fizice a companiei.

Inurma atacului a fost exfiltrata o cantitate considerabila de date (100 GB).

Pentru a putea obtine cheia de decriptare necesara reluarii proceselor de business, compania a
platit o rascumparare de 5 milioane de dolariin BTC. Ulterior, in lunaiunie 2021, FBTI a reusit
recuperarea, dintr-un portofel electronic utilizat de atacatori, a sumei de 4,4 milioane de dolari
din rascumpararea platita de Colonial Pipeline.

>

SECTORUL
SANATATII

Inlunamai 2021, HSE (Health Service Executive) din Irlanda, responsabila pentru furnizarea
serviciilor de sanatate publica in spitale si comunitati din Irlanda, a fost victima unui atac
cibernetic de tip ransomware cu aplicatia malware Conti. Aplicatia malware a fost distribuita
printr-un e-mail de tip phishing, al carui atasament a fost deschis de un angajat al HSE. Inurma
atacului a fost limitat accesul la dosarele medicale de diagnosticare, cauzand timpi de raspuns
lenti la vizitele medicale. De asemenea, au fost exfiltrate aproximativ 700 GB de date. Atacatorii
atjvsolicitgt o rascumparare in valoare de 20 de milioane de dolari, pe care HSE a refuzatsao
plateasca.

7
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In May 2021, the American company Colonial Pipeline, the largest oil pipeline operator in the
United States, stopped its activity as a result of a ransomware cyber attack with the malware
Darkside. The com[:pany’s activity was interrupted for about 5 days, which led to a fuel crisis on
the United States' East Coast, caused airlines to change their flight schedule and destabilized
the country's economy.

The cyber actor that perpetrated the attack against Colonial Pipeline was a group called
Darkside and the purpose was a purely financial one, with no intention to damage the compang’s
Eké%sical infrastructure. The hackers managed to exfiltrate a considerable amount of data (10

In order to obtain the decryption key needed to resume its business processes, the company
paid 5 million dollars in BTC. Subsequently, in June 2021, the FBI managed to recover, from an
electronic wallet used by the attackers, the amount of 4.4 million dollars from the ransom paid
by Colonial Pipeline. \

HEALTHCARE
INDUSTRY

InMay 2021, the Irish HSE (Health Service Executive), responsible for providing healthcare
services to Irish hospitals and communities, was the victim of a ransomware cyber attack with
the malware application Conti. The malware was distributed via a phishing e-mail, whose
attachment was opened by an HSE employee. Following the attack, access to medical records
was limited, causing slow response times to medical visits. At the same time, 700 GB of data
was exfiltrated. The attackers demanded a 20-million-dollar ransom, which the HSE refused
to pay.
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Iniulie 2021, compania Kaseya a fost victima unui atac ransomware de tip ~supply chain”,in
care a fost utilizata aplicatia malware REvil.

Atacatorii au exploatat o vulnerabilitate de tip zero-day a software-ului Kaseya Virtual System
Administrator (VSA), o platforma bazata pe cloud care permite furnizorilor sa efectueze
gestionarea patch-urilor si monitorizarea clientilor.

Initial, atacatorii au reusit sa ocoleasca mecanismele de autentificare in interfataweb a
serverului Kaseya VSA si au obtinut o sesiune valida. Ulterior, acestia au realizat un atac de tip
SQL injection, in scopul transmiterii de actualizari cu continut malware la nivelul serverului.

In urma atacului, operatorii REvil au solicitat o rdscumpérare de 70 de milioane de dolariin BTC,
una dintre cele mai mari rascumparari cerute panain prezent.

Atacul a afectat sute de companii la nivel global. Dupa nouasprezece zile de la atac, Kaseya a
obtinut cheia universala de decriptare, fara a plati rascumpararea. De asemenea, toti clientii
compromisi au primit sprijin pentru decriptarea propriilor fisiere.
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In July 2021, the company Kaseya was the victim of a “supply chain" ransomware attack using
the malware application REvil.

The attackers exploited a zero-day vulnerability in the Kaseya Virtual System Administrator
(VSA), a cloud-based platform that allows vendors to manage patches and monitor customers.

Initially, the attackers managed to bypass the authentication mechanisms on the web
interface of Kaseya's VSA server and obtained a valid session. Subsequently, they carried out a
SQL injection attack, in order to send updates with malware content to the server.

Following the attack, the REvil operators demanded a 70-million-dollar ransom in BTC, one of
the largest ransoms ever demanded.

The attack affected hundreds of companies worldwide. Nineteen days after the attack, Kaseya
obtained the universal decryption key, without paying the ransom. At the same time, all
compromised customers received support in order to decrypt their own files.
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Atacurile cibernetice de tip ransomware s-au mentinut la un nivel ridicat in 2021 siin prima parte
aanului 2022, fiind exploatat contextul pandemic pentru asigurarea succesului campaniilor
cibernetice. Avand in vedere ca acest tip de atac cibernetic a generat venituri consistente
actorilor cibernetici motivati financiar, este de asteptat ca acestia sa continue sa deruleze
campanii ransomware, avand acelasi scop: obtinerea beneficiilor financiare.

In acelasi timp, se poate estima ca actorii cibernetici motivati financiar vor exploata contextul
international generat de conflictul dintre Federatia Rusa si Ucraina, in vederea asigurarii
compromiterii initiale a unor sisteme informatice,ca parte a unor campanii ransomware.

Numarul ridicat de atacuri cibernetice de tip ransomware este o consecinta a disponibilitatii
crescute a acestui tip de malware la nivelul forumurilor de criminalitate cibernetica. Concret,
comercializarea acestor aplicatii in sistem Ransomware-as-a-Service genereaza
posibilitatea mentinerii acestor campanii cibernetice la un nivel ridicat, din perspectiva
obtinerii unor beneficii financiare ridicate cu utilizarea de resurse reduse.

Cu toate acestea, pe parcursul anului 2021 a fost observata o evolutie a atacatorilor cibernetici
ce deruleaza campanii ransomware in ceea ce priveste tacticile, tehnicile si procedurile utilizate.
Mai exact, tranzitia de la atacurile ransomware clasice la adoptarea tacticii double extortion, iar
mai apoi chiar triple extortion,a generat cresterea presiunii exercitate de atacatorii cibernetici
asupra victimelor in vederea convingerii acestora pentru a achita suma solicitata. Intrucat
cresterea gradului de amenintare asupra victimelor genereaza un avantaj semnificativ
atacatorilor cibernetici, este de asteptat ca atacurile cibernetice de tip double extortion si triple
extortion sa se mentina pe un trend ascendent in perioada urmatoare.

SOLUTII DE CONTRACARARE A ATACURILOR RANSOMWARE.
RECOMANDARI DE SECURITATE CIBERNETICA

© realizarea periodica de scanari la nivelul retelei in scopul determinarii unor potentiale statii
infectate, respectiv izolarea acestora;

© implementarea unei politici de schimbare periodica a parolelor, precum si stabilirea unui nivel
ridicat de complexitate al acestora, care sa implice utilizarea obligatorie de simboluri si cifre;

© activarea, acolo unde este posibil, a autentificarii in doi pasi;
© utilizarea de solutii antivirus, anti-ransomware, firewall si mecanisme de filtrare web;

© realizarea zilnica de copii de siguranta (BACK-UP) pentru principalele sisteme din retea care
stocheaza date, dar si pentru serverele care gazduiesc domeniiimportante;
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The number of ransomware attacks remained high in 2021 and in early 2022, taking
advantage of the pandemic context to ensure the success of cyber campaigns. Given that
this type of cyber attack has generated consistent revenue for financially motivated cyber
actors, it is expected that they will continue to run ransomware campaigns with the same
goal: to obtain financial benefits.

At the same time, we estimate that financially motivated cyber actors will exploit the
international context generated by the conflict between the Russian Federation and
Ukraine in order to compromise computer systems, as part of ransomware campaigns.

The high number of ransomware attacks is a consequence of the increased availability of
this type of malware on cybercrime forums. In other words, the marketing of these
applications based on the Ransomware-as-a-Service model generates the possibility
of maintaining these cyber campaigns at a high level, from the perspective of obtaining
high financial benefits while using limited resources.

However, in 2021 an evolution of cyber attackers conducting ransomware campaigns was
noted in terms of tactics, techniques and procedures used. More precisely, the transition
from classic ransomware attacks to the adoption of double extortion tactics, and later even
triple extortion, has led to an increase in the pressure exerted by cyber attackers on victims
in order to convince them to pay the required amount. As the increasing threat to victims
generates a significant advantage for cyber attackers, it is expected that cyber attacks
such as double extortion and triple extortion will continue on an upward trend in the coming
period.

SOLUTIONS TO COUNTER RANSOMWARE ATTACKS.
CYBER SECURITY RECOMMENDATIONS

© periodic network scans meant to identify and also isolate potential infected
workstations;

© implementing a policy of periodic password changes, as well as establishing a high level of
complexity involving the mandatory use of symbols and numbers;

© enabling two-step authentication where possible;
© use of antivirus, anti-ransomware, firewall and web filtering solutions;

© making daily backups for the main network systems that store data, but also for the servers
that host important domains;
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© folosirea celui mai redus nivel de privilegii necesare pentru executarea actiunilor/operatiilor, © using the lowest level of privileges required to perform actions/operations, both for

atat pentru aplicatii, cat si pentru utilizatori; applications and users;

© incazulin care este utilizat un router Wi-Fi pentru conectarea la internet, este necesara © ifaWI-FI routeris used to connect to the internet, it is necessary to change the initial
schimbarea parolei initiale, actualizarea firmware-ului si instalarea patch-urilor de securitate; password, update the firmware and install security patches;

© utilizarea unui furnizor de servicii de e-mail ce ofera o filtrare puternica anti-spam; © using an e-mail service provider that offers strong anti-spam filtering;

© actualizarea permanenta a aplicatiilor si sistemelor utilizate pentru eliminarea posibilelor © constantly updating the applications and systems used to eliminate possible
vulnerabilitati; vulnerabilities;

© instruirea permanenta a angajatilor cu privire la necesitatea respectarii politicilor de © continuous training of employees on the need to comply with cyber security policies;
securitate cibernetica;

© establishing a response plan for cyber security incidents in order to increase the resilience
© stabilirea unui plan de raspuns la incidente de securitate cibernetica in vederea cresterii level of the network and IT systems within the institution.
nivelului de rezilienta a retelelor si sistemelor informatice din cadrul institutiei.
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